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Connecting to Cat5 via SSH from Windows 10

If this is your first time to connect to Cat5 via SSH, jump to the First-Time-Only Steps on the next page.

1. Launch Xming if it is not already running (i.e. if the “X” icon is not present in the system tray).

2. Launch PuTTY.

ER PuTTY Configuration ? X
Category:
B Sgssmn Basic options for your PUTTY session
i TE"' L.oglging Specify the destination you want to connect to
= Terminal .
Keyboard Host Name (or IP address) Port
- Bel |[2
i i Featurss Connection type:
= Window (ORaw  (OTelnet ORlogn ®SSH (O Serial
! ---Appea!'ance Load, save or delete a stored session
- Behaviour
: Translation Saved Sessions
- Selection | |
. Colours Default Settings [ oad
- Connection E— L
Data Save
- Prowy
. Telnet Delete
- Rlogin
- 55H
- Sertal Close window on exit:
(O Aways  (O)Never (@) Only on clean exit
About Help Open Cancel

3. Double-click on the “cat5” session.

@catS.envsci.rutgers.edu's password:
Last login: Mon Oct © 18:12:09 2017 from Sl .=nvsci.rutgers.edn
[—Ccats ~15 ]

4. Type your username and password (they will not be visible). Press the Enter key after each.
You are connected!

When done, type “exit” and press Enter to logout. The PuTTY window will close automatically.
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First-Time-Only Steps
To log into Cat5 you must have a Secure Shell (“SSH”) client installed. To use graphical (“X-Windows")
programs on Cat5, you must have an “X Server” installed, too. While there are other software packages
you could choose from, these instructions explain how to install and configure the free Xming X-Server
and the free PUTTY SSH client. If you want to use something else, you’re on your own!

Install Xming (not necessary on ICL computers)

Xming allows the remote computer to draw graphical windows on your screen. If you only intend to run
text-based software on the remote server, then you do not need Xming.

/A IMPORTANT: The files linked below will download automatically. DO NOT CLICK on
“Download” or “Start Download” buttons on those pages. Those buttons are advertisements
and will download other, possibly dangerous, software you do not want!

1. Toinstall Xming, first download the two installer programs:

e https://sourceforge.net/projects/xming/files/Xming/6.9.0.31/Xming-6-9-0-31-setup.exe/download
e  https://sourceforge.net/projects/xming/files/Xming-fonts/7.7.0.10/Xming-fonts-7-7-0-10-setup.exe/download

2. Start by running the downloaded Xming installer (Xming-6-9-0-31-setup.exe):

X Setup - Xming - X
S E— x
. mlc:;?'l‘nrlﬂ!h:xmillﬂsclﬂn Selm miw‘d Tm -
Which additional tasks should be perfformed ?
PN
’ -
Select the additional tasks you would like Setup to perform while installing ¥ming. then
click Mext.
[T — e Addtional icons

[ Create a deskiop icon for Xming:

[ Create a desktop icon for XLaunch

[] Create a Guick Launch icon far Xming
[] Create a Guick Launch icon for XLaunch
Cther tasks

Associate XLaunch exe with the xlaunch file extension

[T —

o ] o e CE] e

< Back Next > Cancel
(a) Click “Next” on the first four screens. (b) Choose any icon options you like,
then click “Next.”
X Setup - Xming - » K Setup - Xming -
Ready to Install ) ) M Completing the Xming Setup
Setup is now ready to begin installing Xming on your computer. \ % Wizard

Click Install to continue with the installation, or click Back i you want to review or

Setup has finished installing ®ming on your computer. The
change any settings.

application may be launched by selecting the installed icons

Destination location: ~

Click Finigh to exit Setup.
C:\Program Files (<86)"Xming

O :Launch Xming:
Setup type: Launcn Aming:

Full installation

Selected components:
¥ming binary
MNon US Keyboard support
XLaunch wizard - frontend for Xming
Run utility - start programs with hidden conscle window
MNormal PUTTY Link S5H client

=

(c) Click “Install” to complete the installation. (d) Uncheck “Launch Xming,” and click “Finish.”
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3. Now, launch the Xming Fonts installer (Xming-fonts-7-7-0-10-setup.exe):

D( Setup - Xming-fonts

Select Components
Which compenents should be installed?

Full installation

Select the components you want to install; dear the compaonents you do not want to
install. Click Next when you are ready to continue.

Bitmap Fonts 6.9MB
75dpi Fonts 10.8 MB
B 100dpi Fonts 12,4 MB
Truetype Fonts 1.0MB
e [ Dejavu TTFs 11.5MB
E— [ cyrillic Fonts 0.4MB
Current selection requires at least 19.8 MB of disk space.

(a) Click “Next” (b) Check all fonts (except Cyrillic) and click “Next.”

o et ot s e

(c) Click “Next”
then “Install”

Congratulations, you have installed Xming! Next, install PuTTY (see next page).

Last updated: Aug. 27, 2021

p.30of9



Brought to you by DES Computing Services Questions? help@envsci.rutgers.edu

Install PuTTY (not necessary on ICL computers)
PUTTY is a SSH (Secure Shell) client. It allows you to securely log in to Cat5 and other servers.
1. First, go here to download the PuTTY installer:

e https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
4

Package files

You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ) entry.)

MSI (*Windows Installer”)

64-bat x86: putty-64bit-8.76-installer.msi {or by FTP) (signature)
64-bit Arm: putty-armé4-@.76-installer.msi {or by FTP) (signature)
32-bit x86: putty-@.76-instsller.msi {or by FTP) (signature)

Unix source archive

tar.gz putty-0.76.tar.gz {or by FTP) (signature)

2. Look for the links under "MSI (‘Windows Installer’)". Choose the link next to "64-bit x86," "64-bit
Arm" or "32-bit x86," whichever one matches your Windows system type

(a) To find out which system type you have, open File Explorer. Right click on "This PC" and click
on Properties. You will see a window with a section of information like this:

Device specifications

Device name
Processor
Installed RAM
Device 1D
Product ID

System type B4-bit cperating system, x64-based processor

(b) Look for “System type” and note whether it says "32-bit" or "64-bit" and if it says "x64" or
"Arm." Close this window and download the corresponding PuTTY installer.

3. Run the PuTTY installer you just downloaded:

AT s 0 5 0 e - B e

Welcome to the PuTTY release 0.70
(64bif) Setup Wizard

Elben i e

Click “Next” twice, then “Install” and “Finish.” There are no real choices to make here.

Congratulations, you have installed PuTTY! Now create a PuTTY session for your connection (next page).
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Create a PuTTY Session for Cat5 (do this on ICL and home computers)
Launch PUTTY (under the "PuTTY" folder in your Start menu). Follow these steps to create your session:

@ PuTTY Cenfiguration

Categony:

[l- Session

- Teminal

.- Keyboard
. Bell

- Features
=1 Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

[=I- Connection

.. Data

.- Proxy

- Telnet

- Rlogin

- S5H

- Seral

About Help

? >

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port

[ |22 |
Connection type:

(O Raw () Telnet () Rlogin @ 55H () Seral

Load, save or delete a stored session
Saved Sessions

Default Settings Load

Save

Delete

Close window on ext:

(O Mways  (O)Mever  (®) Only on clean exit
Concel

ﬁ PuTTY Configuration

. - Features A
E1- Window
Appearance
- Behaviour
- Translation
- Selection

¢ - Colours
- Connection

.. Data

- Proxy

- Telnet

- Rlogin

- Tunnels
- Bugs
i More bugs W

About Help

? bed

Options controling S5H X11 forwarding
X171 forwarding
g
X display location

[ 1

Remote X11 authentication protocol

(®) MIT-Magic-Cookie-1 () ¥XDM-Authorization-1
X authority file for local display

| | Browse...

Cancel

(a) In the tree on the left side, under “Connection”,

click on the “+” next to “SSH” to expand it.

(b) Then click on “X11” under “SSH.”
Check the box next to “Enable X11 forwarding.”

@ PuTTY Cenfiguration

[=I- Teminal

.- Keyboard
. Bell

- Features
=1 Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

[=I- Connection

.. Data

Basic options for your PuTTY session
Specify the destination you want to connect to

Host Mame (or IP address) Port
|cat5.emrsci.n.rtgers.edu| | |22 |
Connection type:

(O Raw () Telnet () Rlogin @ 55H () Seral

Load, save or delete a stored session
Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

(O Mways (OMever  (®) Only on clean exit

Open Cancel

ﬁ PuTTY Configuration

Category:

[=)- Session A
F Loaging

- Teminal

- Keyboard

- Bell

- Features

= Window

- Appearance

- Behaviour

- Translation

- Selection

- Colours

[=]- Connection

.. Data

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
|ca15.en\rsci.rutgers.edu | |22 |
Connection type:

(OJRaw (O Telnet (D) Rlogin @ 55H () Serial

Load, save or delete a stored session
Saved Sessions
|cat§ |

Defautt Settings

Close window on exit:

(O Mways (O Never  (®) Only on clean exit

QOpen Cancel

(c) Now scroll the tree to the top and click on
“Session.” Under “Host Name”, type
“cat5.envsci.rutgers.edu” (without the quotes).

(d) Make sure “Connection type” is set to “SSH”.
Under “Saved Sessions”, type “cat5” (without the
quotes) and click “Save”. Click “Cancel” to exit.

Your session is now created!

Next, log in for the first time (see next page).
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First Log In

The first time you log in, a few things will be different from subsequent connections.

Launch Xming
First launch Xming. The first time you run it, you may see a Firewall alert like this:

& Windows Security Alert x

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of ¥ming X Server on all public and private

networks.,
bi Name:
r, Publisher: Colin Harrison
Path: C:\program files (x86)\wmingxming.exe

Allow Xrming X Server to communicate on these networks:

[JPrivate networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have lithe or no security)

What are the risks of allowing an app through a firewsll?

®D Allows access Cancel

You can click “Cancel” to continue blocking this feature. It is not needed for general use.

Xming does not bring up any windows. You can tell it is running by the “X” icon in the system tray (the
set of icons in the lower-right of the desktop):

A\ IMPORTANT: Always make sure Xming is running before launching PuTTY. Otherwise, graphics will
not work!
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Launch PuTTY
Now launch PuTTY. You will see the configuration screen as before.

E® PuTTY Configuration ? *
Category:
=3 Sgssion Basic options for your PuTTY session
P I_.ogging Specify the destination you want to connect to
- Teminal Host N IP add Pot
.. Keyboard ost Name (or |P address) Foi
- Bel | |22 |
- Features Connection type:
- Window (ORan O Telnet O Rlogin ®55H (O Serial
----ﬁppearance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection | |
- Colours :
Default Settings
& Connection e —
.. Data Save
.- Proxy
- Telnet Delete
- Rlogin
- S5H
 Serial Close window on exit:
(O Aways (O Never (@) Only on clean exit
About Help Cpen Cancel

Double-click on the “cat5” session to start it. The first time you connect to Cat5 you will see a security
alert from PuUTTY saying it does not recognize the server, asking if you trust the “host key.” Examples:

PuTTY Security Alert X PuTTY Security Alert *

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you The server’s host key is not cached in the registry. You have no

think it is. " guarantee that the server is the computer you think it is.
The server's ssh-ed25519 key fingerprint is: The server's ssh-2d25519 key fingerprint is:
ssh-ed23519 236 55:87:cd:efi80:dc:0d: e8:1d: 14:87:27:40:00:01:4a ssh-ed25519 255 5HAZ56:arMbm UFQI Tive/EmZ T40yz85P2 3N DOJeMBhaMAH %
If you trust this host, hit Ves to add the key to X " "
PuTTY's cache and carry on connecting. If you trust this host, press "Accept” to add the key to PuTTY's
cache and camy on connecting.
If you want to carry on connecting just once, without
adding the key to the cache, hit Mo. If you want to camy on connecting just once, without adding the key
If you do not trust this host, hit Cancel to abanden the to the cache, press "Connect Once”.
connection.

If you do not trust this host, press "Cancel” to abandon the connection.

Yes Mo Help Help Mare irfa... Accept Connect Once

To verify the secure connection, check that the provided fingerprint (highlighted in yellow in the
screenshots; it may differ on your screen) exactly matches one of the following three valid fingerprints:

e arMbmUfQI71ivx/EmZT4Qyz85Pz3NDOJeMBhaNAHOx8
e 55:87:cd:ef:80:dc:9d:e8:1d:14:87:27:40:00:01:4a
e ee:05:33:ed:1e:5¢c:31:84:86:b9:8c:11:15:1a:9d:6f

If it matches one of those, then click “Yes” to connect. If it does NOT match any of them, then please
check Cat5 Host Key Fingerprints on the DES website for more possible values.

Do not accept an unverified host key!
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A window will appear that lets you communicate with the Cat5 server by typing.

B catS.envscirutgers.edu - PuTTY — O >
login as: [J4=Your Username (NetID)

Type your Cat5 username, as previously given to you (usually your NetID), then press the Enter key.

At this point, you will be asked to enter your password. If you are using a temporary password provided
to you, then follow the steps below to choose a new password. Otherwise, enter your usual Cat5
password and you will be connected.

/A Important: Passwords will not be visible on the screen while you type them.
Congratulations, you are now completely setup to use Cat5 via PuTTY and Xming. Enjoy!

Setting a New Password
After entering your username you will see the password prompt:

EP catS.envscirutgers.edu - PuTTY — O X

login as: NN

Bcat5.envsci.rutgers.edu's password: I{—Tempurary Password

Type the Temporary Password previously given to you, and then press the Enter key.

E® catS.envscirutgers.edu - PUTTY - O *
login as: N
K @cat5.envsci.rutgers.edu's password:

You are required to change your password immediately (root enforced)

Last login: Thu Oct 5 15:52:43 2017 from S aenalEdn
WARNING: Your password has expired.

You must change your password now and login again!
Changing password for user NN .

Changing password for [INN.

(current) UNIX password: l(—TE-mpcnrar;ur Password (again)

Type the Temporary Password again, and then press the Enter key.
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/\ Repeating: Passwords will not be visible on the screen while you type them.

Next you will see prompts to enter your new password.

B catS.envscirutgers.edu - PuTTY — O >

login as:

K @cat5.envsci.rutgers.edu's password:

You are required to change your password immediately (root enforced)
Last login: Thu Oct 5 15: 43 2017 from ARl r 0 bgergeedu
WARNING: Your password has expired.

You must change your password now and login again!

Changing password for user NN .
Changing password for [INN.
{current) UNIX password:

New password: J4=—Your New Password

Now type your new, made-up password. No one else will know this, so you should be able to remember
it, but people should not be able to easily guess what it is. Don’t use a dumb password such as
“password” or someone’s name or birthday. Press the Enter key when done.

E® catS.envscirutgers.edu - PUTTY - O *
login as: N

@cat5.envsci.rutgers.edu's password:
You are required to change your password immediately (root enforced)
Last logim: Thu Oct 5 15:52:43 2017 from T analEcn
WARNING: Your password has expired.
You must change your password now and login again!
Changing password for user NN .

Changing password for [INN.

{current) UNIX password:

HNew password:

Retype new password: [J4—Your New Password (again)

Finally, type your new, made-up password again to confirm it, and then press the Enter key.

If you type in the wrong temporary password, or if your new passwords do not match, then this process
will abort and you will have to start over by connecting to Cat5 again.

Once you have successfully changed your password, Cat5 will disconnect, and the PuTTY window will
close automatically. The next time you connect to Cat5, you will log in normally (as shown on page 1),
and enter your new password only. You do not need your Temporary Password any longer.

Congratulations, you are now completely setup to use Cat5 via PUuTTY and Xming. Enjoy!
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